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email contact for Penetration Testing:  info@atsec.com

Penetration Testing Request for Information
This form guides you in gathering the basic information that atsec needs in order to provide you with information about Penetration Testing.
Please complete this form and submit it via email or fax. If you have concerns about sharing proprietary information, please contact us to set up an NDA and appropriate transaction security before submitting the form to us.

Contact Information
Company name:      
Contact name:      
Address:      
City:      
State:      
Country:      
Zip/Postal code:      
Email:      
Phone:      
General Considerations
When do you want the testing to be completed?
     
Do you have any expectations of duration?
     
Do you need follow up validation of vulnerability closure?
     
Have you had a penetration testing project completed before?

 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

If yes, who was it performed by?
 FORMCHECKBOX 
 An independent company

 FORMCHECKBOX 
 Yourself

If you had a pen testing project completed before is the report available to us?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No
Are you interested in a regular automated vulnerability scanning service?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
Which reports do you require? 

 FORMCHECKBOX 
 Full report.

 FORMCHECKBOX 
 Executive summary report.

 FORMCHECKBOX 
 Attestation letter from atsec as a record of test completion.

Why are you requiring penetration testing?

 FORMCHECKBOX 
 It is best practice - a standard for our organization.

 FORMCHECKBOX 
 We had security issues and want to make sure that we investigate vulnerabilities.

 FORMCHECKBOX 
 It is a requirement of a customer, or a contract we have.

 FORMCHECKBOX 
 We can reduce insurance premiums.

 FORMCHECKBOX 
 We need to satisfy a particular standard or regulation (for example, PCI DSS section 11.3)
Scope
What kind of penetration testing should be included?

 FORMCHECKBOX 
 Black box (atsec are given very little starting information.)
 FORMCHECKBOX 
 White box (atsec are supplied with full network information and diagrams.).

 FORMCHECKBOX 
 Grey box (A combination of the above.)
 FORMCHECKBOX 
 External testing (atsec conduct tests from outside your perimeter firewall)

 FORMCHECKBOX 
 Internal testing (atsec conduct tests from the internal network. Note that network segmentation will need to be considered)

What kind of penetration testing should be included?

 FORMCHECKBOX 
 Network testing
 FORMCHECKBOX 
 Applications testing

 FORMCHECKBOX 
 Web applications testing

 FORMCHECKBOX 
 Mainframe penetration testing

 FORMCHECKBOX 
 Wireless networks

 FORMCHECKBOX 
 Social engineering

 FORMCHECKBOX 
 Physical security

 FORMCHECKBOX 
 War dialing

Vulnerability exploitation?

 FORMCHECKBOX 
 Report known vulnerabilities
 FORMCHECKBOX 
 Perform known exploits to discovered vulnerabilities

 FORMCHECKBOX 
 Develop exploits to discovered vulnerabilities

Please answer the following questions as appropriate.

How many data centers are involved with holding card data?
     
How many external (internet facing) IP addresses are involved?
     
Roughly how many personnel are involved?
     
Comments

Additional comments:
     
If you have any questions, please contact atsec at info@atsec.com or by telephone (see http://www.atsec.com/us/addresses-contact.html for regional office numbers).
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