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email contact for PCI support:  pci-info@atsec.com

PCI QSA  SUBJECT   \* MERGEFORMAT Request for Information
This form guides you in gathering the basic information that atsec needs in order to provide you with information about PCI QSA  SUBJECT   \* MERGEFORMAT .
Please complete this form and submit it via email or fax. If you have concerns about sharing proprietary information, please contact us to set up an NDA and appropriate transaction security before submitting the form to us.

For more information on PCI QSA and the brands and terminology used in this form, see:  https://www.pcisecuritystandards.org/ and the various card brands.

Contact Information
Company name:      
Contact name:      
Address:      
City:      
State:      
Country:      
Zip/Postal code:      
Email:      
Phone:      
General Considerations
When do you want the assessment to be completed?
     
Have you had an independent assessment before?

 FORMCHECKBOX 
 Yes 
 FORMCHECKBOX 
 No

If yes, who was the QSA?
     
Have you completed a PCI self-assessment (https://www.pcisecuritystandards.org/saq/instructions_dss.shtml)?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

Which card brands do you work with?

 FORMCHECKBOX 
 Visa
 FORMCHECKBOX 
 MasterCard
 FORMCHECKBOX 
 Discover
 FORMCHECKBOX 
 American Express
 FORMCHECKBOX 
 JCB

Which are your roles in the industry?

 FORMCHECKBOX 
 Merchant
 FORMCHECKBOX 
 Service Provider
 FORMCHECKBOX 
 VisaNet processor

 FORMCHECKBOX 
 Issuing Bank
 FORMCHECKBOX 
 Acquiring Institution 
 FORMCHECKBOX 
 Don't know / Not sure

How many transactions do you deal with each year?

Visa:       
MasterCard:       
Discover:       
American Express:       
JCB:       
Why are you considering PCI assessment?

 FORMCHECKBOX 
 We are in the level 1 or level 2 categories
 FORMCHECKBOX 
 We are a service provider
 FORMCHECKBOX 
 One of the card brands demanded that we have a PCI assessment

 FORMCHECKBOX 
 We are not required to have PCI assessment, but we want to be sure that we comply
 FORMCHECKBOX 
 We need some support in getting ready for assessment
 FORMCHECKBOX 
 We had a data breach
Scope

Which services to you provide?

 FORMCHECKBOX 
 Authorization
 FORMCHECKBOX 
 Switching
 FORMCHECKBOX 
 Payment Gateway

 FORMCHECKBOX 
 Hosting
 FORMCHECKBOX 
 Loyalty Programs
 FORMCHECKBOX 
  IPSP (E Commerce)
 FORMCHECKBOX 
 Clearing and Settlement
 FORMCHECKBOX 
 Issuing Processing
 FORMCHECKBOX 
 3-D Secure Access Control Server
 FORMCHECKBOX 
 Process Magnetic-Stripe Transactions
 FORMCHECKBOX 
 Process MO/TO Transactions 
 FORMCHECKBOX 
 Other
Locations

How many business locations are involved with holding card data?
     
Where are they located?
     
Roughly how many personnel are involved in order for us to understand the current state of PCI across your company? (for example, IT, Physical security, Information security, Legal, HR)?
     
Relationships

Does your company have a relationship with one or more third-party providers (for example, gateways, web-hosting companies, airline booking agents, loyalty program agents)?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

Briefly describe the different PCI processes/dataflows that involve credit card data?
     
Transaction Processing

Describe the credit card transaction flow within your company, both electronic and paper.
     
List the Payment Application(s) in use and their version numbers: 

1.        3rd Party (not in house), version number:       
2.        3rd Party (not in house), version number:       
3.        3rd Party (not in house), version number:       
Are any of these applications either sold by you to others or used in an Application Service provider (ASP) context?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

Which database systems are used for either permanent or temporary storage of credit card data.

     
How many systems/applications are involved with storing, processing and/or transmitting credit card data?
     
Do you use a standard build for these systems?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

Network

Are systems that store, process and/or transmit cardholder data segregated from the rest of the network?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

If yes, please explain the method used (for example, stateful inspection firewall, router):

     
Are there other systems on the same physically connected network to the systems that store, process and/or transmit cardholder data?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

If yes, please describe the number, OS, and platform type:

     
Approximately, how many rules are in the rule-base for the Internet and segmentation firewalls/routers?
     
Is any wireless technology being used that is either a part of the cardholder data transaction flow or is connected to the cardholder data network?
     
Describe any Point of Sale (POS) environment(s) (do not include dial-up only terminals):
     
Documentation

Is there a current detailed network diagram showing the systems and applications in scope for the cardholder data environment?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

Is there a current cardholder data process flow diagram?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

Are there documented policies, procedures and standards?
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

Miscellaneous
Do you require quarterly scanning by an Approved Scanning Vendor (ASV)?

 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

Do you require services in regard to requirement 11.3 Penetration Testing?

 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

Do you require support in producing required documentation?

 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

Comments

Additional comments:
     
If you have any questions, please contact atsec at pci-info@atsec.com or by telephone (see http://www.atsec.com/us/addresses-contact.html for regional office numbers).
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