


atsec has unparalleled ex-
pertise, skills and knowl-
edge of mainframes. atsec 
has evaluated z/OS and oth-
er applications at the strin-
gent EAL4 and EAL5 level for 
the Common Criteria certifi-
cation as well as performed 
testing for FIPS 140-2 compli-
ance. These evaluations and 
tests include thorough anal-
ysis of security functional-
ity using design information 
from an architectural level to 
source code analysis. Includ-

ed are independent tests 
(penetration tests) as well 
as assessment of developer 
testing and a thorough vul-
nerability analysis.

atsec has evaluated the fol-
lowing mainframes at vari-
ous EAL levels:

IBM z/OS V1R6 EAL 3+▪▪
IBM z/OS V1R7 EAL 4+▪▪
IBM z/OS V1R8 EAL 4+.▪▪
IBM z/OS V1R9 EAL 4+▪▪
IBM z/VM EAL 3+▪▪
IBM DB2 EAL 3+▪▪
IBM LPAR EAL 4+▪▪
IBM GS/Kit▪▪
IBM PR/SM LPAR EAL 5▪▪
IBM PR/SM z9 109 EAL 5▪▪
IBM PR/SM z990 EAL 4▪▪

IBM PR/SM z990 EAL 5▪▪
IBM PR/SM z990/890 EAL ▪▪
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IBM PR/SM z990/890 EAL 5▪▪
Vanguard Enforcer 7.1 ▪▪
EAL 3+
Oracle Database 10g▪▪

abling, altering, or obtaining control of z/OS system process-
es and resources unless allowed by the installation. Specifi-
cally, z/OS “System Integrity” is defined as the inability of any 
program not authorized as a mechanism under the installa-
tion’s control to circumvent or disable store or fetch protec-
tion, access a resource protected by the z/OS Security Serv-
er (RACF®), or obtain control in an authorized state; that is, 
in supervisor state, with a protection key less than eight (8), 
or Authorized Program Facility (APF) authorized. In the event 
that an IBM System Integrity problem is reported, IBM will al-
ways take action to resolve it.

If system integrity was not in place, any user would be able to 
obtain control in a system state. Once in system state the user 
would be able to, in essence, do whatever they wanted. They 
could look at, modify or delete resources to which they should 
not have access. They could corrupt system data structures 
and cause a denial of service. They would have no controls 
placed on them whatsoever since the system would be treat-
ing them as trusted entities with the assumption they would 
not purposefully do harm to the system or data.

As mentioned previously, when it comes to security on main-
frame systems, people immediately focus on the capabilities 
of the ESMs. It is easy to understand the reasons why the se-
curity administrators focus on the capabilities of the ESMs. 
The ESMs are the method for establishing new users, setting 
up passwords, establishing access to both system and prod-
uct specific resources. System and product related documen-
tation specify the settings to use in the ESMs to secure the 
functionality provided.

Just as most security administrators focus on the function-
ality contained within the external security monitors when 
establishing security for the system, auditors focus on the 
settings and policies established using these products when 
they perform a security audit of a system. The auditors en-
sure that industry best practices are in place, that security 
implementations follow the guidelines presented in the sys-
tem and product documentation. They ensure that appropri-
ate policies are in place and being followed. This establishes 
a good set of checks and balances to ensure that the ESMs 
are set up correctly and all resources are protected. But, does 

Mainframe customers have business requirements for con-
tinuous system availability. System down time or unplanned 
outages, even of short duration, can cost millions of dollars 
in lost revenue or other significant negative business impact. 
Thus mainframe customers do not think about availability 
in terms of minimizing the time of an outage; they think in 
terms of minimizing outages—period. Again, this is historical. 
From the beginning a basic assumption for mainframe cus-
tomers has been that hundreds or even thousands of users 
would depend on it. That is why its error detection and cor-
rection systems are so deeply ingrained. In fact, the antici-
pated mean time between failures of current mainframe sys-
tems approaches 30 years or more.

OK, so mainframes are reliable, but are they secure? On 
IBM mainframes most people would immediately launch in-
to discussions of the external security monitors (ESMs) when 
talking about securing the systems. There are three major 
ESMs, IBM’s Security Server (RACF®), Computer Associates 
CA-ACF2® and Computer Associates CA-Top Secret®. These 
products are what security administrators for mainframes use 
to secure access to resources on mainframes. All 3 ESMs have 
been available since roughly 1980, and have had the time to 
build highly reliable, robust, very functional products. While all 
of these products provide superior capabilities to secure ac-
cess to resources, none of them would be able to secure the 
system without having integrity at the system level to build 
upon. Like many systems, IBM mainframes separate normal 
user program execution from system program execution. This 
separation is accomplished by protecting storage from inad-
vertent storing and fetching and having very well defined in-
terfaces for requesting system functions. IBM has been using 
these same methodologies for separation on the mainframe 
for decades and has had the time and expertise to get it right. 
IBM refers to this separation and the inability of a normal us-
er to execute code as system code without explicit permis-
sion as system integrity. To this end, IBM has issued the fol-
lowing Statement of Integrity:

IBM’s commitment includes design and development practic-
es intended to prevent unauthorized application programs, 
subsystems, and users from bypassing z/OS security – that 
is, to prevent them from gaining access, circumventing, dis-

this mean the system is secure? At the risk of sounding like I 
am contradicting myself, I am going to say – No it does not 
mean the system is secure!

Regardless of the settings of the external security monitor 
and the security policies in place, no system is secure if sys-
tem integrity is not maintained. In order to ensure that a sys-
tem is secure, periodic integrity testing of vendor and system 
software is required. When looking at system integrity on an 
IBM mainframe, one must consider the potential attack vec-
tors that a malicious user would use to circumvent integrity. 
There are only a few ways that a user can use to change from 
user state to system state:

Program Calls (PCs)▪▪
Supervisor Calls (SVCs)▪▪
Authorized (AC=1) modules in Authorized Program ▪▪
Facility (APF) Libraries 

For each of these mechanisms, the methods used to circum-
vent integrity are similar. Secure coding guidelines can (and 
should) be used to prevent any circumvention. The most com-
mon mistake made by developers when creating these inter-
faces is not handling user input correctly. User input should 
never be trusted and must always be thoroughly validated 
before use and then protected from change during use. On-
ly modules that require the AC=1 attribute in APF libraries 
should have the attribute. Almost all integrity violations ex-
ploit one of these methods in one way or another. Once dis-
covered, an integrity flaw can be abused in numerous ways. 
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It can be used to elevate a user’s authority on the system so 
that they can access data and resources to which they should 
not have access. Integrity flaws can be used to cause seri-
ous denial of service scenarios ranging from performance is-
sues to system outages. In a nutshell, once an integrity flaw 
is discovered, the exploiter can perform any action on the 
system they desire.

Verifying system integrity is not an easy process. Just the 
volume of things that need to be checked can be daunting. 
A typical IBM mainframe today has up to 256 SVCs, sever-
al hundred PCs and several hundred authorized modules in 
APF libraries. Appropriate software tools and extensive sys-
tem knowledge is required to perform the task of checking 
the SVCs, PCs and APF authorized programs and exits devel-
oped for a specific installation (or installed by third party soft-
ware) correctly.

Making the assumption that all products available for the IBM 
mainframe have no integrity flaws is foolhardy. While not all 
people have the expertise to discover an integrity flaw, it re-
quires almost no knowledge at all to execute an exploit once 
it has been discovered. 

System security requires and utilizes a layered implementa-
tion. System integrity is at the foundation of that implemen-
tation. If integrity is not there, the rest of the implementa-
tion can come crashing down regardless of the due diligence 
spent in setting it up.
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atsec’s Mainframe Experience
atsec has unparalleled ex-
pertise, skills and knowl-
edge of mainframes. atsec 
has evaluated z/OS and oth-
er applications at the strin-
gent EAL4 and EAL5 level for 
the Common Criteria certifi-
cations as well as performed 
testing for FIPS 140-2 com-
pliance. These evaluations 
and tests include thorough 
analysis of security func-
tionality using design in-

formation from an architec-
tural level to source code 
analysis. Included are inde-
pendent tests as well as as-
sessment of developer test-
ing and a thorough vulner-
ability analysis (including 
penetration testing).

atsec has evaluated security 
functionality at various EAL 
levels for the following main-
frame features:

IBM z/OS V1R10 EAL 4+▪▪
IBM z/OS V1R9 EAL 4+▪▪
IBM z/OS V1R8 EAL 4+▪▪
IBM z/OS V1R7 EAL 4+▪▪
IBM z/OS V1R6 EAL 3+▪▪
IBM z/VM 5.3 EAL 4+▪▪
IBM z/VM 5.1 EAL 3+▪▪
IBM PR/SM z10 EC EAL 5▪▪

IBM PR/SM z10 EC/BC EAL 5▪▪
IBM PR/SM z9 109 EAL 5▪▪
IBM PR/SM z990 EAL 4▪▪
IBM PR/SM z990 EAL 5▪▪
IBM PR/SM z990/890 EAL 4▪▪
IBM PR/SM z990/890 EAL 5▪▪
IBM DB2 Version 8 EAL 3+▪▪
IBM RHEL3 AS EAL 3+▪▪
IBM RHEL3 WS EAL 3+▪▪
IBM RHEL4 Update 1 EAL 4+▪▪
IBM RHEL5 EAL 4+     ▪▪
IBM SLES 10 EAL 4▪▪
IBM SLES9 EAL 4+▪▪


