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AES Monte Carlo Tests (MCT) Help File
MCT Expected Output
· Monte Carlo Tests expect 100 blocks of output produced per test (200 total blocks of output for encrypt and decrypt). 

Each of the 100 blocks of output should look similar to Example 1 below (only three out of 100 expected output is listed, but all 100 output blocks must be included in each response file):

_________________________Example 1________________________________

[ENCRYPT]

COUNT = 0

KEY = 1d88a7179039afef7b5dd313a17c0be9

PLAINTEXT = f42b2d628393fe1c12ef12a856ad7005

CIPHERTEXT = a77ed747d638f0cc258043fc1b6cddd6

COUNT = 1

KEY = baf6705046015f235edd90efba10d63f

PLAINTEXT = a77ed747d638f0cc258043fc1b6cddd6

CIPHERTEXT = 03f37204a6456ab6578479f97b586eef

COUNT = 2

KEY = b9050254e04435950959e916c148b8d0

PLAINTEXT = 03f37204a6456ab6578479f97b586eef

CIPHERTEXT = a924441d8d5091fbf45c0eee86862a49
…
COUNT = 99
KEY = d9070254e04435950959e916c148b8d0

PLAINTEXT = d3f77204a1456ab65a8479f97b586eef

CIPHERTEXT = 0423441d8d5091fbf45c0eee86862a49
[DECRYPT]

COUNT = 0

KEY = df5bbd822263714773d338ecd9e77122

CIPHERTEXT = 29901602b952bb91d0fa39f8334e0962

PLAINTEXT = c398ddafd8176e0df0b87757cb267dca

COUNT = 1

KEY = 1cc3602dfa741f4a836b4fbb12c10ce8

CIPHERTEXT = c398ddafd8176e0df0b87757cb267dca

PLAINTEXT = 93944137c17aa3b76c198e1f6723c759

COUNT = 2

KEY = 8f57211a3b0ebcfdef72c1a475e2cbb1

CIPHERTEXT = 93944137c17aa3b76c198e1f6723c759

PLAINTEXT = 194f6257a2576dd4355583b700db0a35
…

COUNT = 99
KEY = 8f57211a3b0ebcfdef72c1a475e2cbb1

CIPHERTEXT = 93944137c17aa3b76c198e1f6723c759

PLAINTEXT = 194f6257a2576dd4355583b700db0a35

_________________________Example 1________________________________

Note: files provided in the “sample” folder show only three examples for encrypt/decrypt, but 100 are expected.
Algorithm Implementation Clarification
· Monte Carlo Algorithm 

In the “The Advanced Encryption Standard Algorithm Validation Suite (AESAVS)” document, note that for each Monte Carlo Algorithm example the “| |” symbol stands for “concatenation” and does not signify logical “or”. Example:

If ( keylen = 256 )

Key[i+1] = Key[i] xor (CT[j-1] || CT[j])

In the example above “CT[j-1]” is concatenated with “CT[j]”.

Response File Naming Convention

· For all response files be sure to use the “.rsp” file extension. Examples:

ECBMCT128.rsp
ECBMCT192.rsp

ECBMCT256.rsp

ECBMMT128.rsp

ECBMMT192.rsp

ECBMMT256.rsp
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